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Employee awareness is an essential part of 
  Norfolk Water System protection 

When most people think of bioterrorism, images of ricin-
filled bombs and contaminated drinking water come to 
mind. The term, however, is a misnomer. 

“People might think bioterrorism means using biologicals 
like anthrax or smallpox to harm people,” said Rick Saul, 
Water Production Manager. “But it also means doing harm 
to any infrastructure critical to life.” 

The Norfolk Water System is certainly an infrastructure criti-
cal to life, and the Norfolk Department of Utilities is vigilant 
in protecting it.  

So, while the Department continually updates its security of 
raw water sources and increases the laboratory testing of 
its treated water, it is also conscious of the importance of 
protecting all its water and wastewater facilities, like raw 
water lines, valves, meters, fire hydrants, tanks, pumping 
stations, and, of course, water treatment plants. 

Much of that protection comes from the employees them-
selves, who are on the streets and in the water plants 24 
hours a day, seven days a week. 

The Division of Water Production has had training sessions 
presented by the Norfolk Police Department, the  Utilities 
Safety Officer, and private contractors, specifically to raise 
the consciousness of employees to possible threats against 
the water plants, and actions they can take to mitigate 
those threats. 

The Raw Wa-
ter and Pipe-
line Crew, 
which is re-
sponsible for 
the mainte-
nance of the 
pipelines and 
source water 
pump stations, 
discuss secu-
rity frequently. 
While the fa-
cilities are 
equipped with 
security appa-
ratus, the crew 
members are 
aware that 
they are a vital 
part of the sys-
tem’s security. 

“We make 
sure there is 
good visibility 
around the 
pump sta-
tions,” said 
Billy Branch, 
Senior Utility 
Maintenance Supervisor, “and we keep a good watch on 
our pipelines and the surrounding area. If someone is in 
the woods near our pipeline, we challenge them and ask 
questions. They shouldn’t be there.” 

The employees at the 37th Street Water Treatment Plant 
operate under the same philosophy. If something isn’t 
right, it should be checked out. Cars parked outside the 
perimeter fence and unidentified groups of people gath-
ered near the gate are things that 37th Street employees 
have noticed and reported, with swift resolve. 

“After you’ve worked here for so long,” said Waterworks 

Continued on back 

Arthur Sawyer, Maintenance Technician, reports an 
unattended vehicle parked outside the Moores 
Bridges Water Treatment Plant fence. 

Dennis Wainless of D.R. Wainless & Associates makes a presentation to Moores 
Bridges and 37th Street waterworks operators about signs of bioterrorism.  
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Operator Rick McMahon, “you know 
when something is out of place or just 
doesn’t seem right. You know who 
works here and who doesn’t, and that’s 
what we look out for.” 

When chemicals arrive at the plant, the 
Waterworks Operators check out the 
truck driver if he is not one of the regu-
lars, they make certain the seal num-
bers match the order from the chemical 
plant, and they personally unlock the 
chemical bin for storage. 

“It’s all part of our general safety and 
security communication plan,” said 
Gerry Julian, Plant Manager. “For eve-
ryone’s safety, we need to know who is 
on the plant at all times and where they 
are located.”  

“Along with protecting the water qual-
ity,” continued Saul, “we have to make 
sure that the water service is not dis-
rupted.” 

That explains why all Utilities employ-
ees have the authority to question 
something or someone that looks out 
of place or out of the ordinary.  

“All of our crews at Combined Ops are 
instructed to keep an eye out for any-
thing that doesn’t look right,” said Eric 
Tucker, Utilities Operations Manager. 

secure. A few months ago, employees 
at Moores Bridges saw someone out-
side the  fence, taking pictures of part 
of the plant. They contacted the po-
lice, who arrived immediately and 
questioned the man. Fortunately, he 
was an engineer contracted by the 
department and was taking pictures 
for a Utilities project. The misunder-
standing was cleared up right away.  

But, what if he had been someone 
with less innocent motives? The em-
ployees took the correct action, and 
will do so again if the occasion arises. 

Besides alarms, cameras, and locked 
gates, there is an important and effec-
tive non-technical component of the 
Utilities’ security system — the em-
ployees.♦ 

“An employee who sees anyone 
tampering with any water facility 
must contact his or her immediate 
supervisor, who then calls the po-
lice.” 

Combined Ops, or the Utilities Op-
erations Center on Ballentine Boule-
vard, houses the Divisions of Water 
Distribution, Wastewater, Water Ac-
counts, and Field Engineering. 
These are field operations divisions, 
and the personnel spend their days 
constantly moving about the city. 
Their jobs consist of routine inspec-
tions, maintenance, and surveillance 
of the Department’s facilities. 

“We have never had to report any 
sort of incident,” continued Tucker. 

Even the employees at the Utilities 
administrative office are security-
oriented. They, too, must be aware 
of their surroundings and conscious 
of anything out of the ordinary. 

“We have a sign-in/sign-out log for 
the second floor, and the reception-
ist is our first level of screening,” 
said Shirley Waters, Secretary to the 
Director of Utilities.  “We encourage 
all of our employees to ask ques-
tions of people they do not recog-
nize or who do not seem to belong 
here. Usually, they are visitors who 
just need help or directions.” 

When people make it their business 
to know what is happening in their 
workplace, things are much more 

A visitor to the Granby Municipal Building checks in 
with Utilities receptionist Inez Wiggins. 

Waterworks Operator Calvin Satberry checks the 
chemical seal number on a delivery to 37th Street 
Water Treatment Plant. 

About U takes 3CMA Award of Excellence 
For the second year in a row, the Department of Utilities has won the City-
County Communications & Marketing Association (3CMA) Award of Excel-
lence for its employee newsletter, About U. Every year 3CMA Savvy Com-
petition honors the best examples of local government communications in 10 
categories, one of which is Printed Publications.  
In their description of About U, the Savvy Award judges said: 

“This publication is simple in design, but effectively utilizes pictures 
and color that is appealing to readers. Its homespun flavor and creativ-
ity clearly promotes diversity and fosters camaraderie among employ-
ees. The information-sharing aspect of the newsletter is unique in its 
delivery. It is well-written and without question achieves its goals in a 
very effective manner.” 
About U is a product of the employee staff, which generates the creative 
ideas, writes the stories, and produces the photographs.♦ 


